CIS 1355

Security Engineering

CATALOG DESCRIPTION: CIS 1355 Security Engineering (3) (A.A.S./A.S.) Three hours lecture per week. This course addresses the basics of security engineering technology, including concepts of security protocols, human-computer interface issues, access controls, and cryptography. Conventional computer security issues, security baselines, and network and web security will be covered.

PERFORMANCE STANDARDS:

At the successful completion of this course, the student should be able to:

1. Describe the basics of security engineering technology.

2. Discuss the implementation of security protocols.

3. Define access controls and describe their differences.

4. Describe centralized and distributed systems and their common and unique security requirements.

5. Explain the importance of cryptography as a method of implementing IT security.

6. Discuss security engineering concepts and hardware and software required to design secure information systems.

7. Explain the engineering activities that span the entire trusted system life cycle, including concepts such as security architecture and current practices and procedures when security engineering expertise is needed.

8. Explain the importance of requirements analysis, design, development, operational integration, installation and maintenance.

9. Determine the conventional computer security issues as they relate to different environments.

10. Identify the need for organizational policies and how computers interact with corporate politics, how to gain confidence that the system will work as it is intended, and how security engineering can best be managed.
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